Abstract. Constructing pairing-friendly hyperelliptic curves with small ρ-values is one of challenges for practicability of pairing-friendly hyperelliptic curves. In this paper, we describe a method that extends the Kawazoe-Takahashi method of generating families of genus 2 ordinary pairing-friendly hyperelliptic curves by parameterizing the parameters as polynomials. With this approach we construct genus 2 ordinary pairingfriendly hyperelliptic curves with 2 < ρ ≤ 3.
Introduction
Efficient implementation of pairing-based protocols such as one round three way key exchange [16] , identity based encryption [3] and digital signatures [4] , depends on what are called pairing-friendly curves. These are special curves with a large prime order subgroup, so that protocols can resist the known attacks, and small embedding degree for efficient finite field computations.
Even though there are many methods for constructing pairing-friendly elliptic curves [14] , there are very few methods that address the problem of constructing ordinary pairing-friendly hyperelliptic curves of higher genus. The first explicit construction of ordinary hyperelliptic curve was shown by David Freeman [11] . Freeman modeled the Cocks-Pinch method [8] to construct ordinary hyperelliptic curves of genus 2. His algorithm produce curves over prime fields with prescribed embedding degree k with ρ-value ≈ 8. Kawazoe and Takahashi [18] constructed pairing-friendly hyperelliptic curves of the form y 2 = x 5 + ax which produced Jacobian varieties with ρ-values between 3 and 4. Recently, Freeman and Satoh [15] proposed algorithms for generating pairing-friendly hyperelliptic curves. In their construction it was shown that if an elliptic curve, E, is defined over a finite field, F p , and A is abelian variety isogenous over F p d to a product of two isomorphic elliptic curves then the abelian variety, A, is isogenous over F p to a primitive subvariety of the Weil restriction of E from F p d to F p . Notably, the Freeman-Satoh algorithm produces hyperelliptic curves with better ρ value than previously reported. The best, for example, achieves a ρ-value of 20/9 for embedding degree k = 27. However, the ρ-values of most embedding degrees for ordinary hyperelliptic curves remain too high for an efficient implementation.
For a curve to be suitable for implementation it should possess desirable properties which include efficient implementation of finite field arithmetic and the order of the Jacobian having a large prime factor.
In this paper we generate more Kawazoe-Takahashi genus 2 ordinary pairing-friendly hyperelliptic curves. In particular, we construct curves of embedding degrees 2, 7, 8, 10, 11, 13, 22, 26, 28 , 44 and 52 with ρ-value between 2 and 3.
We proceed as follows: In Section 2 we present mathematical background and facts on constructing pairing-friendly hyperelliptic curves while in Section 3 we discuss the construction of pairing-friendly hyperelliptic curves based on the Kawazoe-Takahashi algorithms and in Section 4 we present the generalization of Kawazoe-Takahashi algorithms for constructing pairing-friendly hyperelliptic curves and we give explicit examples. The paper is concluded in Section 5.
2 Pairing-friendly hyperelliptic curves
Mathematical background
Let p > 2 be a prime, let r be prime distinct from p. We denote a hyperelliptic curve of genus g defined over a finite field F p by C. This is a non-singular projective model of the affine curve of the form:
where f (x) is a monic polynomial of degree 2g + 1, has its coefficients in
and has no multiple roots inF p . We denote the Jacobian of C by J C and a group of the F p -rational points of the Jacobian of C by J C (F p ). This group is isomorphic to degree zero divisor class group of C over F p . As in the elliptic curve case the embedding degree of Jacobian variety is defined as follows: Definition 1 ( [11] ). Let C be an hyperelliptic curve defined over a prime finite field F p . Let r be a prime dividing #J C (F p ). The embedding degree of J C with respect to r is the smallest positive integer k such that r | p k −1 but r p i − 1 for 0 < i < k.
The definition, as in the elliptic curve case, explains that k is the smallest positive integer such that the extension field F p k , contains a set of rth roots of unity. Hence we refer to a curve C as having embedding degree k with respect to r if and only if a subgroup of order r of its Jacobian J C does. As such, for an efficient arithmetic implementation curves must have small embedding degree so that arithmetic in F p k is feasible. Furthermore, we require that the size of the finite field, F p , be as small as possible in relation to the the size of the prime order subgroup r. This is measured by a parameter known as the ρ-value. For a g-dimensional abelian variety defined over F p this parameter is defined as:
In the ideal case the abelian varieties of dimension g have a prime number of points in which case ρ ≈ 1. For pairing-friendly one-dimensional abelian varieties one can reach the ideal case by using the constructions in [19] , [6] and [10] . However, this proves not be the case with higher dimensional abelian varieties. Hence the interest has been to construct higher dimensional abelian varieties with low embedding degrees and small ρ-values. And the same time, for security reasons we require r large enough so that discrete logarithm problem (DLP) in the subgroup of prime order r is suitably hard and k sufficiently large enough so that the (DLP) in F * p k , withstand the known attacks. There are two main cryptographic pairings, the Weil and the Tate. In both cases the basic idea is to embed the cryptographic group of order r into a multiplicative group of rth roots of unity, µ r . A non-degenerate, bilinear map for the Tate pairing, for example, is defined by the following map:
Kawazoe-Takahashi hyperelliptic curves
Kawazoe and Takahashi [18] presented an algorithm which constructed hyperelliptic curves of the form y 2 = x 5 + ax with ordinary Jacobians. Their construction used two approaches, one was based on the CocksPinch method [8] of constructing ordinary pairing-friendly elliptic curves and the other was based on cyclotomic polynomials. This idea was first proposed by Brezing and Weng in [7] . However, both approaches are based on the predefined sizes of the Jacobians as presented in [9] . The order of the Jacobian, #J C , is closely related to the characteristic polynomial, χ(t), of the Frobenius endormorphism, π. Consequently, for genus 2 curves the χ(t) of the Frobenius is a polynomial known to have the following form:
within a 1 , a 2 ∈ F p and furthermore | a 1 |≤ 4p and | a 2 |≤ 6p. Hence, #J C is determined from Equation 2 by the following relation:
The Hasse-Weil bound describes the interval in which the order of the Jacobian is found as follows:
Theorem 1 below outlines the characteristic polynomials which defines hyperelliptic curves, C, of the form y 2 = x 5 + ax defined over F p . The J C of C for these cases is a simple ordinary Jacobian over F p . 
Using the formulae in Theorem 1 Kawazoe and Takahashi developed a Cocks-Pinch-like method to construct genus 2 ordinary pairing-friendly hyperelliptic curves of the form y 2 = x 5 + ax. As expected the curves generated by the Cocks-Pinch-like method had their ρ-values close to 4. Furthermore, they also presented cyclotomic families. With this method they managed to construct a k = 24 curve with ρ = 3. In both cases the ultimate goal is to find integers c and d such that there is a prime p = c 2 + 2d 2 with c ≡ 1 (mod 4) and χ(1) having a large prime factor. Algorithms 1 and 2 developed from Theorem 1 construct individual genus 2 pairing-friendly hyperelliptic curves with ρ ≈ 4.
Algorithm 1: Kawazoe-Takahashi Type I pairing-friendly Hyperelliptic curves with #J
Output: a hyperelliptic curve defined by y 2 = x 5 + ax with Jacobian group having a prime subgroup of order r.
1. Choose r a prime such that lcm(8, k) divides r − 1.
2. Choose ζ a primitive kth root of unity in (Z/rZ) × , ω a positive integer such that ω 2 ≡ −1 mod r and σ a positive integer such that σ 2 ≡ 2 mod r.
Compute integers, c, d such that:
• c ≡ (ζ + ω)(σ(ω + 1)) −1 mod r and c ≡ 1 mod 4
4. Compute a prime p = (c 2 + 2d 2 ) such that p ≡ 1 mod 8. 5. Find a ∈ F p such that:
6. Define a hyperelliptic curve C by y 2 = x 5 + ax.
Algorithm 2: Kawazoe-Takahashi Type II pairing-friendly Hyperelliptic curves with
2. Choose ζ a primitive kth root of unity in (Z/rZ) × , ω positive integer such that ω 2 ≡ −1 mod r and σ a positive integer such that σ 2 ≡ 2 mod r.
• c ≡ 2 −1 (ζ − 1)ω) mod r and c ≡ 1 mod 4
4. Compute a prime p = (c 2 + 2d 2 ) such that p ≡ 1, 3 mod 8 and for some integer δ satisfying δ (p−1)/2 ≡ −1 mod p and 5. Find a ∈ F p such that:
• a = δ 2 when p ≡ 1 mod 8 or a = δ when p ≡ 3 mod 8.
6. Define a hyperelliptic curve C by y 2 = x 5 + ax. Remark 1. The key feature in both algorithms is that r is choosen such that r − 1 is divisible by 8 so that Z/rZ contains both √ −1 and √ 2 for both c and d to satisfy the conditions in the algorithm.
Our generalization
We observe that one can do better if the algorithms are parametrized by polynomials in order to construct curves with specified bit size. We represent families of pairing-friendly curves for which parameters c, d, r, p are parametrized as polynomials c(z), d(z), r(z), p(z) in a variable z. In fact this idea of using polynomials was used in other constructions for pairing-friendly curves such as in [19] , [2] [21] and [7] .
When working with the polynomials we consider polynomials with rational coefficients. The definitions below describes a family of KawazoeTakahashi-type of pairing-friendly hyperelliptic curves.
. We say that g(z) represents primes if the following are satisfied:
is non constant irreducible polynomial.
-g(z) has a positive leading coefficient.
Definition 3. Let c(z), d(z), r(z) and p(z) be non-zero polynomials with rational coefficients. For a given positive integer k the couple (r(z), p(z)) parameterizes a family of Kawazoe-Takahashi type of hyperelliptic curves with Jacobian J C whose embedding degree is k if the following conditions are satisfied:
, where Φ k is the kth cyclotomic polynomial.
And we define the ρ-value of this family as ρ =
In [9] they showed that there exists a simple ordinary abelian variety surface with characteristic polynomials of Frobenius t 4 − 4d + 8d 2 − 4dp + p 2 ∈ Z[t] or t 4 + (4c 2 − 2p) + p 2 ∈ Z[t] with certain conditons on c and d. Hence Definition 3 part (i) and (ii) ensures that the polynomial representation of c and d conforms with the conditions. While condition (v) of Definition 3 ensures that for a given z for which p(z) and r(z) represents prime r(z) divides #J C (z). In otherwords, the order of the Jacobian of the constructed curve has a prime order subgroup of size r(z). Finaly, condition (vi) of Definition 3 ensures that the Jacobian of the constructed curve has embedding degree k.
With these definitions we now adapt Algorithms 1 and 2 to the polynomial context. This can be seen in Algorithms 3 and 4 below generalizing Algorithms 1 and 2 respectively. In particular we construct our curves by taking a similar approach as described in [17] for constructing pairingfriendly elliptic curves.
In general this method uses minimal polynomials rather than a cyclotomic polynomial in defining the size of the prime order subgroup. The difficult part is the choosing the right polynomial for representing the size of the cryptographic group. 
Output: Hyperelliptic curve of genus 2 defined by y 2 = x 5 + ax.
Choose an irreducible polynomial r(z)
-p(z 0 ) and r(z 0 ) represents primes and p(z 0 ) ≡ 1 mod 8 and -c(z 0 ), d(z 0 ) represents integers and c(z 0 ) ≡ 1 mod 4. find a ∈ F p(z 0 ) satisfying:
Define a hyperelliptic curve C by y 2 = x 5 + ax. 
-p(z 0 ) and r(z 0 ) represents primes and p(z 0 ) ≡ 1, 3 mod 8 and -c(z 0 ), d(z 0 ) represents integers and c(z 0 ) ≡ 1 mod 4. 6. Find a ∈ F p (z 0 ) such that:
7. Output (r(z 0 ), p(z 0 ), a). 8. Define a hyperelliptic curve C by y 2 = x 5 + ax.
With this approach, apart from reconstructing the Kawazoe-Takahashi genus 2 curves, we discover new families of pairing-friendly hyperelliptic curve of embedding degree k = 2, 7, 8, 10, 11, 13, 22, 26, 28, 44 and 52 with 2 < ρ ≤ 3.
The success depends on the the choice of the number field, K. Thus, in the initial step we set K to be isomorphic to a cyclotomic field Q(ζ ) for some = lcm(8, k). The condition on ensures Q[z]/r(z) contains square roots of −1 and 2. We take the approach as described in [17] for constructing pairing-friendly elliptic curves for defining the irreducible polynomial r(z). Even though this method is time consuming as it involves searching for a right element, it mostly gives a favorable irreducible polynomial r(z), which defines the size of the prime order subgroup . Here we find a minimal polynomial of an element γ ∈ Q(ζ ) and call it r(z), where γ is not in any proper subfield of Q(ζ ). Since γ is in no proper subfield, then we have Q(ζ ) = Q(γ), where the degree of Q(γ) over Q is ϕ( ), where ϕ(.) is Euler totient function.
However, with most values of k > 10 which are not multiples of 8, the degree of r(z) tends to be large. As observed in [14] , for such curves this limits the number of usable primes. The current usable size of r is in the range [2 160 , 2 512 ].
The algorithm explained
Step 1: Set up This involves initializing the algorithm by setting Q(ζ ) defined as Q[z]/Φ (z). The Choice of this field ensures that it contains ζ k and √ −1 and √ 2. The ideal choice, in such a case, is Q(ζ 8 , ζ k ) = Q(ζ lcm(k,8) ).
Step 2: Representing ζ k , √ −1 and √ 2 We search for a favorable element, γ ∈ Q(ζ ) such that the minimal polynomial of γ has degree ϕ( ) and we call this r(z). We redefine our field to Q[z]/r(z). In this field we find a polynomial that represents ζ k , √ −1 and √ 2. 
New curves
We now present a series of new curves constructed using the approach described above. Proving the theorems is simple considering γ has minimal polynomial r(z). We give a proof of Theorem 2. For the other curves the proofs are similar.
We start by constructing a curve of embedding degree, k = 7. It is interesting to note that here we get a family with ρ = 8/3. Theorem 2. Let k = 7, = 56. Let γ = ζ + 1 ∈ Q(ζ ) and define polynomials r(z), p(z), c(z), d(z) by the following: 
Then (r(2z), p(2z)) constructs a genus 2 hyperelliptic curves. The ρ-value of this family is 8/3.
Proof. Since ζ + 1 ∈ Q(ζ ) has minimal polynomial r(z), we apply Algorithm 3 by working in Q(ζ 56 ) defined as Q[z]/r(z). We choose
. Applying Algorithm 3 we find p(z) as stated. Computations with PariGP [23] , show that both r(2z) and p(2z) represents primes and c(2z) represents integers such that it is equivalent to 1 modulo 4. Furthermore, by Algorithm 3 the Jacobian of our hypothetical curve has a large prime order subgroup of order r(z) and embedding degree, k = 7.
Considering z 0 = 758 we now give an example of a 254-bit prime subgroup that is constructed using the parameters in Theorem 2. 
The next curve is of embedding degree k = 8. According to [25] this family of curves admits higher order twists. This means that it is possible to have both inputs to a pairing defined over a base field. The previous record on this curve was ρ = 4. In Theorem 3 below we outline the parameters that defines a family of hyperelliptic curves with ρ = 3.
Theorem 3. Let k = = 8. Let γ = ζ 3 + ζ 2 + ζ + 3 ∈ Q(ζ 8 ) and define polynomials r(z), p(z), c(z), d(z) by the following:
Then (r(32z)/8, p(32z)) constructs a genus 2 hyperelliptic curves with embedding degree 8. The ρ-value of this family is 3. This type of a curve is recommended at the 128 bit security level, see Table 3 .1 in [1] . Below we give an example obtained using the above parameters. Then (r(4z), p(4z)) constructs a genus 2 hyperelliptic curve. The ρ-value of this family is 3.
Below is a curve of embedding degree 10 with a prime subgroup of size 249 bits. The ρ-value of its J C is 3.036. Then (r(2z), p(2z)) constructs a genus 2 hyperelliptic curve. The ρ-value of this family is ρ ≈ 3.
Here is a curve with a 255 bit prime subgroup constructed from the above parameters: 
The following family for k = 24 has a similar ρ-value as to a family of k = 24 reported in [18] . One can use the following parameters to construct a Kawazoe-Takahashi Type II pairing-friendly hyperelliptic curve of embedding degree k = 24 with ρ = 3. 
Then (r(8z + 4)/8, p(8z + 4)) constructs a complete ordinary pairingfriendly genus 2 hyperelliptic curves with embedding degree 24. The ρ-value of this family is 3.
The following family is of embedding degree k = 2 with ρ = 3. In this case the parameters corresponds to a quadratic twist C of the curve C whose order of J C has a large prime of size r. Then (r(36z + 8)/9, p(36z + 8)) constructs a genus 2 hyperelliptic curve. The ρ-value of this family is 3.
Here is a curve with a 164 bit prime subgroup constructed from the above parameters: Here our genus 2 hyperelliptic equation is C : y 2 = x 5 + 10x and hence C : y 2 = 20(x 5 + 10x) is the curve whose #J C has a large prime r and its embedding degree is 2 with repect to r.
We now present pairing-friendly hyperelliptic curves of embedding k whose polynomial that defines the prime order subgroup r(z), has its degree greater or equal to 40. The polynomials that defines some of curves can be found in Appendix A. Currently these curves, as already pointed out, are only of theoretical interest. In this table = lcm(k, 8). 
Conclusion
We have presented an algorithm that produces more Kawazoe-Takahashi type of genus 2 pairing-friendly hyperelliptic curves. In addition we have presented new curves with better ρ-values. A problem with some of the reported curves is that the degree of the polynomial r(z), which defines the prime order subgroup, is too large and hence a very small number, if any, of usable curves could be found. Table 2 summarises the the curves reported in this paper. Curves with 1 ≤ ρ ≤ 2 remain elusive. 
